The Salvation Army Cyber Safety Quiz

1) What is phishing? (B)
a. A vacation
b. A type of internet fraud
c. Sending an email with a funny video
d. None of the above

2) [bookmark: _GoBack]The most common method of phishing is through text message. (B)
a) True
b) False

3) Phishers use a technique called… (C)
a) Hook-casting
b) Trust-baiting
c) Social-engineering
d) All of the above

4) Phishing employs a technique called social engineering which exploits… (A)
a) Natural human trust
b) Flaws in computer systems
c) Peer pressure
d) None of the above

5) Which of these types of contacts are phishers not likely to imitate? (D)
a) Financial institutions
b) Friends or coworkers
c) Social media or online retailers
d) Your librarian

6) Phishers will ask you to confirm… (D)
a) Login credentials 
b) Bank account or social security numbers 
c) Other personal information
d) All of the above

7) Which of these is not a type of phishing (C)
a) Spear phishing
b) Vishing
c) Net phishing
d) SMishing

8) Legitimate organizations will sometimes ask for sensitive data over email. (B)
a) True
b) False

9) What signs indicate an incoming phone call may be a vishing attempt? (D)
a) Low audio quality
b) Strong regional dialects
c) Amateur voices 
d) All of the above

10) Which one of these is not a sign of a phishing email? (C)
a) A sense of urgency
b) A request to confirm personal information such as username and password
c) A personalized greeting
d) A message referring to a request or order you didn’t make

11) It is easier for criminals to gain access to a system by tricking people into sharing critical information or clicking on a malicious link. (A)
a) True
b) False

12) URL is short for… (B)
a) Unique Router Listing
b) Uniform Resource Locator
c) Underground Records Lab
d) None of the above

13) URL and “web address” are often used interchangeably. (A)
a) True
b) False

14) Protocols are… (A)
a) Guidelines computers use to communicate with each other
b) Another name for phishing
c) A type of programming language
d) All of the above

15) Which protocol encrypts your data? (B)
a) HTTP
b) HTTPS
c) Both HTTP and HTTPS
d) Neither HTTP or HTTPS

16) It is not safe to give personal or sensitive information to websites that use HTTP. (A)
a) True
b) False

17) Which of these is the most important thing to pay attention to? (C)
a) The domain uses a .com address
b) The domain is less than 20 characters in length
c) The domain is spelled correctly
d) None of the above

18) A hyperlink can be…  (D)
a) A word or phrase
b) A URL
c) An image
d) All of the above

19) What should you do before clicking a hyperlink? (B)
a) Create a Facebook post about it
b) Mouse over the link to check that it is sending you to a proper web address
c) Forward the e-mail to your coworkers asking if they recognize it
d) Take a coffee break

20) What are the best ways to avoid deceptive websites? (D)
a) Never use the internet
b) Pay close attention to URLs
c) Type the address directly into your browser instead of using a hyperlink
d) Both b and c

21) You should contact the IT department if you receive an email you think might be fraudulent. (A)
a) True
b) False

22) What are the 3 ways to contact the IT department? (D)
a) Yell down the hall for Jim, ask a coworker, or e-mail your boss.
b) Smoke signals, use a fax machine, or send a paper airplane message.
c) Send a letter to THQ, leave a post-it in the breakroom, or turn off the building’s power and wait for someone to show up.
d) E-mail help.center@usw.salvationarmy.org, call 877-7-IT HELP (877-748-4357), or go to the Homepage and select the Help Center tile.
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